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3. Android Debug Bridge (ADB) Setup: 

What is ADB? 

ADB (Android Debug Bridge) is a command-line tool provided by the Android SDK that allows you to 

communicate with Android devices (real or emulated) from your computer. It's commonly used by 

developers and security testers for debugging, installing apps, accessing logs, and exploring system 

internals. 

 

Steps for setting up ADB in Linux: 

Step 1: 

In the Linux command line, install the ADB using the following command: 

Command -  sudo apt install android-tools-adb -y 

 

 

 

 

 

 

 

 

 

Step 2: 

Verify the installation by giving the following command. 

Command - adb version 
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Step 3:  

Now verify whether adb can detect the devices for interaction. 

Command – adb devices 

Since we are using adb in wsl , it cannot access the emulator directly. But this command will connect 

to devices if it is a native linux environment. 

 

 

Step 4: 

To connect the emulator to wsl, enter the following command. 

Command – adb connect <IP> <Port> 

 

Now, that adb is able to find the devices. 
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Step 5: 

Go through the usage options of adb to get familiar with it. 

Command – adb --help 

 

 

 

4. Frida setup 
What is Frida? 

Frida is a dynamic instrumentation toolkit used to hook into apps at runtime — ideal for bypassing 

root detection, modifying logic, and inspecting in-memory behavior. 

To use frida we need to set up two tools, one is Frida – CLI tool and Frida Server into the emulator. 

 

Frida installation steps: 
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Step 1: 

Install frida using the following command in Linux CLI. 

Command - pip3 install frida-tools 

 

 

Step 2: 

Verify the installation. 

Command – frida --version 

 

 

Frida server installation steps: 

Step 1:  

Find the architecture of your android emulator. 

Command - adb shell getprop ro.product.cpu.abi 

 

 

Step 2: 
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Now, navigate to the frida GitHub repo and download the frida server for your specific architecture. 

Ours is x86_64. 

 

 

 

 

 

 

Step 3: 

Unzip the downloaded file. 

Command – xz –d filename 

 

 

Step 4:  

Remain the Frida server for simpler accessibility. 
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Step 5: 

Move the frida server to the emulator in the below given path. 

Command - adb push frida-server /data/local/tmp 

 

 

 

 

 

 

 

 

Step 6: 

1.​ Now the frida server is moved to the emulator, we can move to start up. 

2.​ Get shell access to the emulator. Command – adb shell 

3.​ Navigate to /data/local/tmp, here will find the frida-server. 

4.​ Give the frida-server executable permission for execution. 

 

 

Step 7: 
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After giving executable permission, run the frida-server. 

Command - ./frida-server 

Once the server is started the current terminal will not be accessible, we can also background this 

process by using “&” if we need to access the terminal of the emulator. 

 

 

 

 

 

Step 8: 

Verify the working of frida-server by running the following command on the host machine. 

Command - frida-ps -U 

If a list of running processes is displayed. Then frida-server is working. 

Note: Every time the emulator is restarted or turned off and turned on again. The frida-server must 

be started by executing the file. 
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