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Allsafe android application
walkthrough

Allsafe is an intentionally vulnerable apk application to practice common vulnerabilities in
android application. In this walkthrough we will see the step-by-step explanation on how the
vulnerability is found.

Application Installation:

e To install the vulnerable apk go to the website and download the apk file:
https://github.com/t0thkrls/allsafe/releases
e Drag the file into the emulator (Genymotion), now we are ready to test the application.
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Allsafe
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https://github.com/t0thkr1s/allsafe/releases
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Make sure adb is installed. ADB (Android Debug Bridge) is a versatile command-line tool used in
Android penetration testing for interacting with Android devices or emulators

~

[sudo] password for navaneeto:
Sorry, try again.

[sudo] password for navaneeto:
adb is already the newest version (1:34.0.5-6).

Connect your emulator with the terminal.

Ay

connected to 192.168.252.185:5555

Verify the connection.

L)

List of devices attached
192.168.252.185:5555 device

Install jadx-gui, this tool decompiles the apk file and helps in SAST.

jadx is already the newest version (1.5.1-8kalil).

Summary :
Upgrading: ©, Installing: ©, Removing: ©, Not Upgrading: ©

e Now we are all set to start our testing with Allsafe.
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1. Insecure Logging vulnerability

Developers normally use logging to trace their code, and troubleshoot errors but, sometimes developers
write sensitive data in the logs such as login credentials or authentication tokens.

To start testing for Insecure Logging in the app you need to make sure that you are connected to the
device via adb then use logcat to monitor the device logs.

Steps:

e Go to the Insecure logging section

o A

Insecure Logging

Difficulty: Easy

Challenges

Insecure Logging
Welcome!

Hardcoded Credentials
This challange is intended to be solved

compiling the application. The

Firebase Database get the flag from the logs.

Insecure Shared Preferences
SQL Injection
PIN Bypass

Root Detection

e Enter any character in the “Enter your secret here” parameter. Using the “adb logcat | grep allsafe”
command we should get the logs that contain the details we entered.

o Note: We use virtual keyboard to enter these details.

e Use the virtual keyboard given in the application and hit the enter button, this time we notice that

the previous adb logcat command works.

o A

Insecure Logging

Difficulty: Easy

Welcome!



https://developer.android.com/studio/command-line/logcat
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! ~
P5-85 15:31:49.881 4497 4497 D : User entered secret: hello
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2. Hardcoded Credentials Vulnerability

In this task we will be finding two sets of hardcoded username and passwords that is stored in the source
code, for this challenge we will need the jadx-gui tool.

® Open the jadx-gui tool using the “jadx-gui” command, you should see a pop-up which opens a blank
editor.

Checking for updates... Update channel: STABLE, current version: 1.5.1
output directory: allsafe

loading ...
Loaded classes: 8419, methods: 62763, instructions: 1668244
Found @ classes in disk cache, time: 16ms, dir: /home/navaneeto/.cache/ja

e In the left corner select “file”, click on “open file” and select the allsafe application that is stored in
your system, if file not found copy and paste the file to the respective system which has jadx-gui.

[ale#]
© Start page

open file

e Now to find the hardcoded credentials, go to the source code and select the challenges drop down.
e In the challenges part you will find the “HardcodedCredentials” section.
® Press “Ctrl + F” and search “Username” now in the username token section we find the username.
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*allsafe - jadx-gui

|m 0% |E|#|

» mFiles

mScripts
Source code

android.support
androidx
com
defpackage
infosecadventures.allsafe
ELLIT
challenges
ssLambdagCe rtificatePinning$1$j9FhURxn
ssLambdas g jGSFr
$$Lambda$Ce rtificatePinning
$$Lambdag$CertificatePinning$uGV_PQ:
$$LambdasInsecureBroadcastReceiv
$$LambdagInsecureLogging$dJz0qz8udy kC
$$Lambda$InsecureService$iymH2PUit45:
$$Lambda$InsecureSharedPreferencess$s,
$$Lambdag$ObjectSerialization$fySbm!
$$Lambdag$ObjectSerialization$q;j3Xemm:
$$Lambda$SmaliPatch$j90KxHN rQTxs2rjDby
$$Lambda$Vulne rableWebView$pstIpjDhon
$$Lambda$WeakCryptography$CxNZqCnBjpve
$$LambdasWeakCryptog raphy$d rDyzFsKtND
$$Lambda$WeakCryptography$Q5AJT6A8d2Zy
ArbitraryCodeExecution
CertificatePinning
DataProvider
DeepLink
DeepLinkTask
FirebaseDatabase
FirebaseDatabase$onCreateView$l
dentials
dentials$onCreateViews$l
InsecureBroadcastReceiver

HardcodedCredentials

Find: usemar
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To find the password, in the search field type “password” and you can see the password as shown

below.

dcodedCredentials
]

First set of credentials have been found, now for the second set, we search the same file for “string”.
From the below image, we notice that the file fetches a GET request that gets a “dev.env” string.
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HardcodedCredentials

public static final Companion INSTANCE = new Companion(null);
private static final MediaType SOAP = MediaType.INSTANCE.parse(

@0verride
public View onCreateView(LayoutInflater inflater, ViewGroup container, Bundle savedInstanceState) {

Intrinsics.checkNotNullParameter(inflater, e

View view = inflater.inflate(R.layout.fragment_hardcoded_credentials, container, false);

View findViewById = view.findViewById(R.id.request);

Intrinsics.checkNotNullExpressionValue(findViewById,

Button request (Button) findViewById;

request.setOnClickListener (new View.OnClickListener() {

@Override
public final void onClick(View it) {
OkHttpClient client = new OkHttpClient();
RequestBody body = RequestBody.Companion.create(HardcodedCredentials.BODY, HardcodedCredentials. INSTANCE.getSOAP());
Request.Builder builder = new Request.Builder();
BEfEng SEREAg = HardcodedCredentials.this.getSiRang (R. SEREAG. dev_env) ;
Intrinsics.checkNotNullExpressionValue (string, );
Request req = builder.url (SEFEAg) . post (body).build();
client.newCall(req).enqueue(new Callback() {
@Override
public void onResponse(Call call, Response response) {
Intrinsics.checkNotNullParameter(call, );
Intrinsics.checkNotNullParameter(response,

}

@Override

public void onFailure(Call call, IOException e) {
Intrinsics.checkNotNullParameter(call, Ne
Intrinsics.checkNotNullParameter(e, )e

SnackUtil snackUtil = SnackUtil.INSTANCE;
FlagmantActlv:Lty requireActivity = HardcodedCredentials.this. |ac|u1|aAct1v1tyH
Intrinsics.checkNotNullExpressionValue(reauireActivity.

e To find the dev.env string, navigate to resources/resource.arsc/res/values/strings.xml. And search
for “dev” or “env”

ChE)
AndroidManifest . x i resources.arsc res/values/strings.xml
ild-data.pro
string ] y_services_enable_text"
string n common_g play._ _enable_title"
ing n es_install_button"-Install
_install_
_install_title
_notification_

le_play_services_unsupported_ text”
lay_services_up
_servi g
string
e Play

open_cn_phone”
_signin_button_

dm1n‘pass\mrd1 =] 1r|'fnserad\.'r—nturr=5 8- /st ring

Criptivi ST TeT< sty
_menu_content_ desc rlpnnn

google_: etnrage buc| g string
"hide_bottom view on_: rsco gle oid, material
11':‘\1 content_¢ des:
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3. Insecure Firebase Database

Firebase is a Realtime cloud-based NoSQL database that can be integrated with both Android and iOS

apps.

To start our testing we first need to find the firebase URL.

e In jadx navigate to /Resources/resources.arsc/res/values/strings.xml and search for firebase to locate

it.

J D s|als
AndroidManifest.xml i resources.arsc

build-data.properties

Find fireba:

clas string n

& classes.
classes3.
firebase-annotations.properties
firebase-auth-interop.properties
firebase-common-ktx.properties
firebase-common.properties
firebase-components.properties
firebase-databas ollection.properties
firebase-database-ktx.properties
firebase-database.properties
firebase-storage-ktx.properties
firebase-storage.properties
play-servic ba properties
play-services-basement.properties
play-services-tasks.properties
v K resources.arsc
v mres
v mvalues
attrs.xml
bools.xml
colors.xml
& dimens.xml
drawables.xml
integers.xml
plurals.xml
strings.xml
styles.xml
values-
values-
values-
values-
values-

string

string
string

string na

vallsafe - jadx-gui

res/values/strings.xml

ommon_google_play_services_unsupported_text"
ommon_google_play_services_update_button"
ommon_google_play_services_update_text
ommon_google_play_services_update_titl.
ommon_google_play_services_updating_text
ommon_google_play_services_wear_update_tex
ommon_open_on_phone"~0pen on phone
ommon_signin_button_text"-Sig
ommon_signin_button_text_long
opy_toast_msg"-Link copied to
jefault_web_client_id

lev_env">https: //admis

rror_icon_content_description”>Error</string

xposed_dropdown_menu_content_description®=Show ¢
ab_transformation_scrim_behavior">com.go a
ab_transformation_sheet_behavior">com.go

string

n in b

oogle_crash_reporting_api_key
oogle_storage_bucket efo
ide_bottom_view_on_scroll_behavior"

string
material_clock_toggle_content_description
naterial_hour._: i t hour</string
string
minut
minutes</string
string

aterial_minute_selection"
naterial_minute_suffix"
material_slider_range_end">R
aterial_slider_range_star ge start,
aterial_timepicker_am">AM</string

android.materia

string

string

\"t run without Google

g</string
553c</string
BfCSPNEYUY
string

string

ehavior.HideBottomV

t AM or PM</string

material timepicker clock mode description"-Switch to clock mode for the time input.

=13

which ar
It will

e Next, from your browser try to access the /.json endpoint. If you get a Permission Denied response
that means that the database is properly configured but if get a json data or even null as a response
that means you at least have read permission.

< C

Pretty-print

(&) allsafe-8cef0.firebaseio.com,

"flag":"5077e90341de49d@ed79b8ee53572dab" , "secret”: "A bug is never just a mistake. It represents something bigger. An error of thinking. That makes you who you are."}
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4.Insecure shared preference

Shared Preferences is the way in which one can store and retrieve small amounts of primitive data as
key/value pairs to a file on the device storage such as String, int, float, Boolean that make up your
preferences in an XML file inside the app on the device storage.

e Inshort, Shared Preference is a place where key/value pairs are stored.
e To test this vulnerability, enter a username and a password in the Insecure Shared Preferences
challenge.

oA vi0

Insecure Shared Preferences
Gl

Difficulty: Easy

Shared preferences are, by default, stored
within the app's data directory with
filesystem permissions set that only allow
the UID that the specific application runs
with to access them. Also, if someone
was able to mount your device's filesystem

without using the installed Android OS, they
could also bypass the permissions that
restrict access.

Username

dummy

e If you look at the code of this challenge, in the “challenge” section as we did before, you’ll see
that getSharedPreferences("user", 0) creates a shared preference object with the default creation
mode MODE_PRIVATE and is named user.xml. After that, the plaintext username and password of a
registered user are stored in the xml file.
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&l #]

i resources.arsc

B challenges
$$LambdasCe rtificatePinning$1$j9FhURxn

» & $$Lambda$CertificatePinning$1$nihjGS Ty
> G $$LambdasCertificatePinning$2$HXzbC8ZZ
» & $sLambdasCertificatePinning$uGV_PQZXWy
» @ $$Lambdas$InsecureBroadcastReceiver$51l
» @ $$LambdasInsecurelogging$dIz0qz8udy k(
» & $$LambdasInsecureSe rvice$iymH2PUit45we
> & $$LambdasInsecureSharedPreferences$5dz
» G $$LambdasObjectSerialization$fyShmVUVK
> @ $$LambdasObjectSerialization$qj3XemmXz
> G $$LambdagSmaliPatch$j90KxHN rQTxs2rjDby,
» @& $$Lambda$Vulne rableWebView$pst9pjDhonc
> @& $$LambdasWeakCryptography$CxNZqCnBjpve
» & $sLambdasWeakCryptography$drDyzFsKtNDC
> @& $$LambdasWeakCryptography$Q5AJT6A8d2Zy
» @ ArbitraryCodeExecution
» @ CertificatePinning
> GDataProvider
» GDeepLink
» @ DeepLinkTask
» GFirebaseDatabase
» ©@FirebaseDatabase$onCreateView$l
> GHardcodedCredentials
> @HardcodedCredentials$onCreateView$1l
» G InsecureBroadcastReceiver
» @ Insecurelogging
» @ InsecureProviders
> © InsecureProviders$onCreateViewsl
» @ InsecureProviders$onCreateView$2
» G InsecureService
v @ InsecureSharedPreferences

InsecureSharedPreferences()

lambdasonCreateView$0$InsecureShared
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InsecureSharedPreferences

res/values/strings. xml

import infosecadventures.allsa
import infosecadventures.allsafe.utils.SnackUtil;

public class InsecuresharedPrefere extends Fragment {

@override
public View or eView(LayoutInflater inflater, ViewGroup c avedInstanceSta
View view ter. inflate(R. layout. fragment_ins pref container, fal:
final EditText user (EditText)
final EditText p (EditText) view.f as
final EditText wor t g 3 id. passwordAgain) ;
Button register = (Button) view.findViewById(R.id.register)
register.setOnClickListener (new View.OnClickListener() {
@verride
public final void on (View view
InsecuresharedPreferences. this. lambdagonCreateView$0$InsecuresharedPreferences (username, pa:
}

return view

A

public i CreateViewso iresharedPreferences (EditText username, EditText passworc
if (username.getText().toStrir sord.getText() . toString() .isEmpty() || passwordAgain.get]
SnackUtil. INSTANCE. simpl ge(requireActivity(), t Ik
return;

tText().toString().equals(passwordAgain.getText().toString())) {
Activity(), "P )i

quireActivity().getSharedPreferences(
haredPreferences dit();
editor. putString(
editor. putString(
ditor.apply();
KUtil. INSTANC

This is a very bad practice because while on non-rooted devices, other apps normally can’t read that

xml file, it’s not the same case on a rooted android device.

You can confirm the existence of an Insecure Data Storage vulnerability by navigating

to /data/data/infosecadventures.allsafe/shared_prefs/ and reading user.xml

genymotion:/data/data/infosecadventures.allsafe/shared_prefs # cat user.xml
<?xml version='1.8' encoding='utf-8' standalone='yes' ?>

<map>

<string name="password">Hi

1123</string>

<string name="username">dummy</string>
</map>
genymotion:/data/data/infosecadventures.allsafe/shared_prefs # _
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5. SQL injection Vulnerability

SQL Injection is a security flaw in web applications where attackers insert harmful SQL code through user
inputs. This can allow them to access sensitive data, change database contents or even take control of

the system.

SQL injections arise due to coder’s lack of knowledge in prepared statements and exception
handling. Maliciously simple codes like the “and “- -“ can create chaos in the database. Just think of
commenting out authentication mechanism and adding your own piece of authentication and
leverage it to admin privileges. That’s what happens when you enter: ' or 1=1 --

‘ - commenting the authentication query

Or — making the query believe what you are going to enter next

1=1 - braking the authentication, making the query believe that username and password match.

“-- “ commenting out rest of the query which fetches us the table containing username and

passwords.

So just enter “' or 1=1 -- ” and you will see the username and password table.

SQL Injection

reverse enigneering the app. The goal
is to bypass the following login page
by exploiting a simple SQL injection
vulnerability.

Username

User: admin

Pass:

21232f297a57a5a743894a0e4a801fc3

User: elliot.alderson

Pass:

3484cef7f6ff172c2cd278d3b51f3e66

User: angela.moss

Pass:

0af58729667eace3883a992ef2b8ce29 p
User: gideon.goddard

Pass:

65dc3431f8c5e3f0e249¢c5b1c6e3534d

User: tyrell.wellick

Pass:

6d2e1cb6dd505a108cc7e19a46aa30a8a

User: darlene.alderson B
Pass:

d510b80eb22f8eb684f1a19681eb7bcf
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e [f you want to investigate it more, you'll notice that the username and password are both parts of a
raw SQL query that lacks proper sanitization. Go to the challenges section as we went in the previous
section and check for the SQL injection part.
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