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1. Emulator setup:

What is an emulator?

An Android emulator is a virtual device that mimics the functionality of a real Android smartphone or
tablet. It runs on your computer and behaves just like a physical device, including the operating
system, app interface, and hardware interactions.

Popular Android emulators:

1. Android studio
2. Genymotion (We would be going for Genymaotion in this guide)

Genymotion setup steps:
Step 1:

Go to this link Genymotion download and download the appropriate version based on your OS. We
would be downloading the windows version with virtual box.

% genymotion.com/praduct-desktop/download/

Recent download histor
Genymot Ion Products ¥  Solutions ¥  Enterprise Developers ¥ Downloads LatestNews More Resources ¥ P J

0-vbox.exe
Stable - 3.9.0 (see release notes)

{  genymotion-1.9.0.ex
X g.nymi‘:(mn O.exe

— (& genymation-3.9.0-vhox.exe
L] AD R
‘Windows 10/11 (64bit) Linux (64bit)
Home, Pro (recommended), Enterprise Ubuntu, Debian, Fedora Sonoma (14), Sequoia (15)
SHA256 [0 SHA256 [ SHA256 @
Download without VirtualBox Howto run the installer script?

Requirements (%) ASKAQUESTION

@ CPU » Intel xB6_64 6th generation a8 Storage 250MB for Genymotion + at least 1GB per virtual o
= AMD Rvzen device.

Step 2:


https://www.genymotion.com/product-desktop/download/
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After downloading the application and proceed to install it. This will install both Genymotion and
VirtualBox one by one. Following the installation Genymotion requires the system to restart. So,
restart the system.

% genymotion.com/product-desktop/

Geny otion Products ¥ Solutions ¥ Enterprise Developers ¥ Downloads LatestNews More Resources ¥  Pricing  Contactus m

Stable - 3.9.0 (see release notes)

@ Setup - Genymotion version 39,0 -

Completing the Genymotion ’

Setup Wizard '

Gemmatien has successfully been Installe.
Viruzlgax needs your computer to be restarted In arder to

be fully operztonal, macOS (x86_64, armé4)

me on this DOWNLOAD

Sonoma (14), Sequoia (15)

1]
.
Windows 10/11 (64bit)

DOWNLOAD

Home, Pro (recommended), Enterprise

This s required f:

SHA256 ©@ SHA256 ©@

Download without VirtualBox

Requirements (=) ASKAQUESTION

4 crPu = Intel x86_64 6th generation (= Storage 250MB for Genymotion + at least 1GB per virtual o
= AMD Ryzen device. d

Step 3:

Genymotion requires an account to use it, there are both free and paid options. As of now we’ll focus
on the free account which has limited usability, but is sufficient for pen testing.

Account creation link - https://www-v1.genymotion.com/account/create/

% www-vl.genymotion.com/account/create/

GENYMOTION m‘o Products @ Pricing  Resources ® Company © Conditions @ Get Support Bahy

Register
Register
Email address* Usage type*
-
[ —
e
Password* Company type
-
» N
Country
-

Step 4:

After creating an account, go to Genymotion application and login. Upon successful login we would
be presented with a Dashboard indicating our account is on the free tier.


https://www-v1.genymotion.com/account/create/
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[0 Deviees LocAL
P
2 devices installed Q -
@
Type  Name + Android AP1 Resolution
o Non racted phene 130-API33 768 = 1280
@ oo - -

B seross

Density

320 - XHOPI

320 - XHOP!

Size on disk

163 GiB

163GiB

cLoun

Genymotion

Genymotion

Step 5:

Now that Genymotion is successfully installed and configured, we need to create an emulator for

pretesting.
To create an emulator:

1. Click on create from the Dashboard
2. Then Choose custom phone and click next

@ Genymetion

&2 Virtual device installation

Filters T pe rame

D @]
0 0
=

t'r i o HTC One

o Motorola Meto X
[ Y—
o Google Nexus 5
0

o Google Pl 2
o Samsung Galaxy 54
o Samsung Galaxy 55
o Samsung Galaxy 56
o Samsung Galaxy 57
o Google Nexus 5X
[ Y

3. Now give the phone your preferred name

Display size ~

47 Inches

47 inches

47 inches

47 inches

48 inches

495 inches

5 inches

5 inches

5 inches

5.1 inches

5.4 inches

5.1 inches

52 inches

5.5 inches.

Resolution

768 x 1280

768 x 1280

1080 x 1920

720 x 1280

720 % 1280

1080 x 1920

1080 % 1920

1060 1920

1080 1920

1080 1920

1440 % 2560

1440 x 2560

1080 x 1920

1080 x 2160

Density

320- XHDPI

320 - XHDPI

480 - 0H

220 - XHDPI

320 XHDP

480 - XiH...

a0

Source

Genymetion

Genymation

Genymetion

Genymetion

Genymation

Genymation

Genymation

Genymation

.. Genymotion

.. Genymetion

Genymation

Genymation

Genymation

Genymation

CANCEL

NEXT
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4. Choose the android version below 11 (To get root access on above android 11 we need to
move a paid license) and click on next.

@ Genymation - o x

L2 Virtual device installation

General Name

OS image

Display Andiroid Android 110 =

Android options

System

Source. Genymotion

Hypenvisor options

A This festure requires a paying icense. Purchsse ce here

Android version

Image versian

Beta

Aschitecture

Release date 08-09-2023

size 581.62 MiB

5. Choose the hardware configuration based on your system.

@ Genymotion = o x

£} Virtual device installation

Genesl Hardware

[ Processorist

System
Display Memory size
Android options

WM Heap size @

Hypervisor options

6. Then move to the Hypervisor options, choose the network mode Bridge. This enables the
emulator to be interactive with other tools and machines within the network. Then click on
install.
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@ Genymotion - o X

22 Virtual device installation

General Networl mede

O NAT defaut)
System

I @ bridze @ MediaTek Wi-Fi 6 MT79 =

Display

Android options

BACK | INSTALL

7. Start the emulator by clicking on the start button.

@ Genymotion - (m] x

(o0 Devices LacAL cloun

Tvpe Name ~ Android AP Resalution Density Size on disk Source Status. Actions
@ oo - sansmo -3940 o P o
a Rooted phone - 1 110 API 30 768 x 1280 320 - XHOPL 163GB Genymotion off |

|° Setup Phone 11.0-API 30 768 % 1280 320 - XHDPI 132 GB Genymetion Booting E

2 settings

@ Toubleshooting

8. After a successful start, we will be provided with an emulator and its Ip and port like a real
device.
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© Setup Phone (7681280, 320dpi) { 192.158.101.106:5555 - Genymotion|

Fize for persanallige
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