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2. Setting up Burpsuite proxy:
What is Burpsuite proxy?

Burp Suite is a popular web proxy tool used to intercept, inspect, and modify HTTP(S) traffic.
Configuring it with an Android emulator allows you to analyze how an app communicates with its
backend servers.

Steps for setting up proxy in the emulator:
Step 1:

Assuming that Burpsuite is already installed. Open Burpsuite and navigate to proxy settings. In the
proxy settings click on “import or export CA certificate” button.
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Step 2:

After that export the certificate in DER format and click next.
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Step 3:

Then save the certificate with “.crt” extension in your computer. (This is done for the sake of android
compatibility).

Burp  Project ntruder  Repeter View Help Logger++ 8 e prof "
Dashboard  Target  Prc . P searcn {8} settings
Intercept  HTTP history
carch o Tools > prowy Manage global settings §
© intercept ot | open browser | (3)
. x
Project 5
Time Trpe  Dired code Length
sweln: | b Downloads v the listeners s its proxy server.
~ Tools =
Prony Suppart HTTR2
Intruger
Repeater
>
Burp's browser
> project
Sessions
For export this certificate for use in ott
» Metwark
» Userinterface This PC
> sute P
Edensions e
network Project =
 configuration lbrary
File Name
Fles of Type: | &0 Flles
Cancel
) automatically fx missing or superfluous new lines at end of request
Y i e e i e i e i
Frentlog 1®  Allissues @ Memory: 262.3M8 v v

Step 4:

Now that CA certificate is exported with “.crt” extension. We need to push it to the emulator for
installing in it.

There are many ways to do this, a simple way is drag and dropping the certificate from your
computer to the emulator
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Step 5:

Go to the settings in the emulator and navigate to security.
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Step 6:

In Security, click on encryption and credentials.
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Step 7:
Then click on install a corticate option.
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Step 8:

Now click on CA certificate and proceed with install anyway button in bottom left corner.



Navaneetan M

mr.navaneetan@gmail.com

= Setup Phone (76811280, 320dpi) - 192.168.101.106:5555 - Genymotion

10:38 w4l

< Install a certificate Q

CA certificate

VPN & app user certificate

Wi-Fi certificate

0ap) - 192.168.101.106:5555 - Genymotion

10:39 v4n

A

Your data won't be private

CA certificates are used by websites, apps,
and VPNs for encryption. Only install CA
certificates from organizations you trust.

If you install a CA certificate, the certificate
owner could access your data, such as
passwords or credit card details, from

websites you visit or apps you use — even if
your data is encrypted.

Don'tinstall

Step 9:

Choose the certificate we moved in before for installation.
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A success prompt is given if the certificate is installed properly.
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Step 10:

After the successful installation of the CA certificate in the emulator, now we need to route the traffic
to the proxy listener to capture it.

To achieve that, follow the below steps:
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1. Navigate to the proxy settings and then proxy listeners and create a proxy listener with your

preferred port and choose all interface (Easier to setup).
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2. Find the IP address of your host machine, which is running the proxy listener.

Command — Ipconfig for windows and Ifconfig for linux
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Wireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix

IPv6 Address. . . . . . . . . . . : fd01l::a711:3a19:5d22:2cb2
Temporary IPv6 Address. . . . . . : fdOl::fulda:69e5:U8c22:ca7l

| ink=1ocal TPvA Address = - £a8R: - dbfc-d?22:-2259:ff03%23

IPvd Address. . . . . . . . . . . : 192.168.0.250

Subnet Mask . . . . . . . . . . . 1 205.255.255.0

Default Gateway . . . . . . . . . : fe80::e2lc:fcff:feea:eb65a%23
192.168.0.1

3. In emulator, navigate to the Wi-Fi settings and click on the settings symbol of the connected
Wi-Fi.
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4. Then click on the pen symbol to open advanced options.
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5. Inthe advanced options, change the proxy to manual.

6. Enter the Ip and port of the proxy listener (Which is the IP of the machine the proxy is
running on) and click on save.

7. Note: Make sure mobile data is turned off because we are routing the traffic to the proxy via
Wi-Fi, any traffic transported via mobile data will not reach the proxy and it cannot capture
it.
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8. To confirm the setup is working as expected, navigate to any https website on the emulator
and verify the proxy captures the traffic or not. We can verify from the screenshots below it
is capturing the https traffic coming from the emulator.



Navaneetan M mr.navaneetan@gmail.com

© Setwp Phone (76811280, 320dpi) - 192.168.101.106:5555 - Ges

Tester 83.0.4103.120

|—h1tpst//m,youtube.com/resuhs

DYouTube

Try searching to get started

j videos to help us build a

videos you'll love

=)

Shorts

Burp Project Intruder Repeater View Help Loggers+ Burp Suite Pro nal - Temporary Proj icensed t Lab - a] X
P .., e e e, O search {8} settings
Intercept _ HTTP history  WebSackets history  Match and replace {8 proxy settings
Fiter settings: Hiding CSS, image and general binary content ®
* Host. Method  URL Params  Edited Status code Length  MIMEtype Extension  Title Notes s P Cookies Listener port ~ Start response {
286 .. GET I=enggl=i.. v 200 1402 script v M... 2090 &7
267 .. GET v 200 1403 script v M... 9090 54
288 5. GET v 200 1408 script v M.. 2090 n
269 httpsy/myoutube.com POST  /youtubei/v1/log_event2alt=json v 200 370 50N v " 9
290 https//m.youtube.com POST /youtubeivi/search?prettyPrint=false v 200 300863 JSON v M... 9090 562
201 httpsy/myoutube.com GET  /s/_/ytmweby_fs/k=ytmweb.c3_base. 200 2083 seript v M.. 9090 4
202 httpsy/myoutube.com GET  /s/_/ytmweb/_js/k=ytmweb.c3_base. 200 98 script v M... 5080 2
207 httpsy/fonts.gstatic.com GET  /s/robotojy18/KFOKCNGEUS2Fr1MuS 200 23460 uf v M... 2090 19
https://fonts.gstatic.com GET /s/ifyoutube_outline/list_play_arrow/v. 200 978 XML svg v M. 2090 5
https://m.youtube.com POST youtubei/v1, v 200 20550 JSON v M... 9090 202
300 httpsy/pl " poST v 200 958 50N v 23=Johpvp. M... 2090 a6
301 httpsy/myoutube.com POST _/youtubei/v1/log_event?alt v 200 370 50N v M... 2090 55
Inspector =D @ X a
Request Response
Pretty  Raw Hex w = Pretty Raw Hex Request attributes v Z
%
FOST /youtubei/vl/browse?prettyPrint=false HTTE/2 HITE/2 200 OK 2
Content-Type: application/jacn; charset=UTE-8 R CIC RS 1 ov 8
Vary: Origin
X-origin
Referer Request cookies s v
05 May 2025 11:15:18 aur B
s scaffolding on HITEServer2 . .
e Request headers z
0 7
id 11; Phone Build/RQIA.210105.003; wv) ~Frame-Options: SAMEORIGIN Response headers " v °

) Version/4.0 Chrome/83.0.4103.120 M,

il ¥-Content-Type-Options: niff
Alt-sve: h3=":443"; ma=2592000, h3-2

¥-Goog-Visitor-Td
Content-Type: application/json «

11 Accept: *+/* "responseContext”: (
12 Origin: https://m.youtube.com serviceTrackingBarams”: [
13 X-Requested-With: hromium. shell
" same-origin "servie 17,
c same-origin "params”: [
empty
7 m. youtube. com, "key": "
Accept-Encoding: gzip, deflate, br "value”:
Accept-Language: en-US, en;q=0.9 )

[OXIGIEY o onighignts | () {3 (€| > £ 0 highlights

Eventlog (4)®  Allissues

@ Memory: 422.4M8 W v




	 
	 
	 
	Burpsuite Proxy Set-up for Android 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	2. Setting up Burpsuite proxy: 
	 

