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2. Setting up Burpsuite proxy: 
What is Burpsuite proxy? 

Burp Suite is a popular web proxy tool used to intercept, inspect, and modify HTTP(S) traffic. 

Configuring it with an Android emulator allows you to analyze how an app communicates with its 

backend servers. 

 

Steps for setting up proxy in the emulator: 

Step 1: 

Assuming that Burpsuite is already installed. Open Burpsuite and navigate to proxy settings. In the 

proxy settings click on “import or export CA certificate” button. 

 

 

 

 

 

 

 

 

Step 2: 

After that export the certificate in DER format and click next. 
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Step 3: 

Then save the certificate with “.crt” extension in your computer. (This is done for the sake of android 

compatibility). 

 

 

Step 4: 

Now that CA certificate is exported with “.crt” extension. We need to push it to the emulator for 

installing in it. 

There are many ways to do this, a simple way is drag and dropping the certificate from your 

computer to the emulator 
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Step 5: 

Go to the settings in the emulator and navigate to security. 

 

Step 6: 

In Security, click on encryption and credentials. 
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Step 7: 

Then click on install a corticate option. 

 

 

 

Step 8: 

Now click on CA certificate and proceed with install anyway button in bottom left corner. 
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Step 9: 

Choose the certificate we moved in before for installation. 
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A success prompt is given if the certificate is installed properly. 

 

 

 

 

Step 10: 

After the successful installation of the CA certificate in the emulator, now we need to route the traffic 

to the proxy listener to capture it. 

To achieve that, follow the below steps: 
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1.​ Navigate to the proxy settings and then proxy listeners and create a proxy listener with your 

preferred port and choose all interface (Easier to setup). 

 

 

 

2.​ Find the IP address of your host machine, which is running the proxy listener. 

Command – Ipconfig for windows and Ifconfig for linux 
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3.​ In emulator, navigate to the Wi-Fi settings and click on the settings symbol of the connected 

Wi-Fi. 

 

 

 

 

 

 

 

4.​ Then click on the pen symbol to open advanced options. 
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5.​ In the advanced options, change the proxy to manual.  

6.​ Enter the Ip and port of the proxy listener (Which is the IP of the machine the proxy is 

running on) and click on save. 

7.​ Note: Make sure mobile data is turned off because we are routing the traffic to the proxy via 

Wi-Fi, any traffic transported via mobile data will not reach the proxy and it cannot capture 

it. 

 

 

8.​ To confirm the setup is working as expected, navigate to any https website on the emulator 

and verify the proxy captures the traffic or not. We can verify from the screenshots below it 

is capturing the https traffic coming from the emulator. 
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